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INTRODUCTION 

It has been a long time since cybercrime, which is mentioned in new forms, entered 

the list of global problems of our century. It is known to us to distribute virus programs, 

hack passwords, embezzle funds from credit cards and other bank details, as well as illegal 

information over the Internet, in particular, defamation, moral We can't ignore the fact 

that spreading misinformation is putting the lives of humanity at great risk. 

The concept of "cybercrime" is the use of information and communication technology 

tools to terrorize the virtual network, create and distribute viruses and other malicious 

programs, illegal information, mass distribution of e-mails (spam), hacking, illegal access to 

websites, fraud, etc. is explained by the violation of data integrity and copyright, theft of 

credit card numbers and bank details (phishing and pharming) and various other offenses. 

At this point, it should be noted that the scale of cyber terrorism and its danger to the 

life of society is also increasing. Cyber-terrorist act (cyber-attack) - carried out with the 

help of computers and information communication tools, causing direct or potential 

danger to human life and health, causing great damage to material objects or similar It is a 

political cause that is the beginning or the goal of socially dangerous consequences that 

can lead to. The attractiveness of using cyberspace for modern terrorists is due to the fact 

that carrying out a cyberattack does not require large financial costs. according to the 

experts' conclusion, this is done by supporting the development of developing countries, 

influencing the minds of citizens under the guise of establishing universal democratic 

principles , subjugating them to their goals in various ways. 

Unfortunately, in this process, attempts to organize cyber-attacks and to "effectively" 

use the unparalleled capabilities of the global network of the Internet are becoming more 

and more frequent. 
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REFERENCES AND METHODOLOGY 

Because the role of "interference" in the internal affairs of a sovereign state has not 

been fully studied by the social networks available on the Internet, their producers and 

sponsors, it has not yet been recognized that such "interference" is sometimes against this 

state. 

There are no international legal grounds for prosecuting the owners of social 

networks for inciting the overthrow of the state system on the pages of these networks. 

However, every criminal act or omission should not go unanswered and unpunished. 

Internet sites appear suddenly, often changing their format and then their address. 

That's why some experts suggest abandoning the initial concepts such as complete 

openness of the Internet and moving to its new system. 

The main essence of the new model is to abandon the anonymity of network users. 

This made it possible to ensure that the network is more protected from criminal attacks. 

RESULTS 

As an example, we can cite the state of China, which has switched to a closed 

network system, and the state of Russia, which is preparing for such a process. Our 

country, which is integrating into the world community, is conducting a consistent state 

policy on the effective use of information communication technologies, information 

systems, and modern computer technologies. 

Today, the modern digital technologies introduced in our country open the door to a 

number of conveniences and opportunities for our citizens. 

In addition to this process, there is, of course, the problem of ensuring the security of 

the digital technologies and information systems being created. 

This is one of the most urgent issues - ensuring cyber security, preventing and 

combating potential cybercrimes. By implementing the following key requirements in 

cyber security against the ever-evolving cybercrime, they 

• protection, i.e. cyber security, we can provide: 

• teaching employees the basics of information security; 

• continuous testing of the vulnerabilities of the software products in use; 

• using reliable antivirus software; 

• use of licensed official software; 

• use of multi-factor authentication in protecting information systems; 

• adhere to a strong password retention policy when using passwords; 

• regularly encrypt data on computer hard drives. 

CONCLUSION 

Investigating cybercrimes and cybercrimes and making the necessary decisions on 

their detection, elimination and prevention, participating in the development of regulatory 

legal documents on combating cybercrime, combating cyberterrorism, cyberextremism, 

organized crime, in the interests of state bodies and identifying cyber threats that threaten 

cyber security and combating them, conducting an investigation and preliminary 
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investigation of cyber crimes before investigation, conducting rapid search activities, 

determining the reasons and conditions that enable the commission of cyber crimes that 

threaten the rights and freedoms of citizens, and they should perform important tasks 

such as elimination. 
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