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As you know, today the development of communication networks is carried out 

through the introduction of fiber-optic communication lines. However, along with the 

development of the use of optical fiber in telecommunications systems, technical 

information intelligence systems are also developing, as a result of which there is a risk of 

obtaining information from optical fiber communication systems without permission. That 

is why the issue of studying the technical possibilities of unauthorized access to FOTS 

information is relevant, and as a result of such studies it will be possible to develop 

effective methods of protection against attacks carried out for unauthorized access to 

information transmitted to FOTS[1]. 

That is why, in order to develop effective methods of combating modern technical 

means that provide unauthorized access to information in FOTS, primarily optical radiation 

in FOTS without authorization 

it is necessary to analyze possible extraction methods. 

It is known that FOTS devices mainly consist of two parts, that is, station devices and 

line devices. Security in the station part of the FOCL is considered to be highly secured in 

terms of the fact that such sections are certified objects and a full cycle of organizational 

and technical measures to ensure information security is organized in such objects. 

Therefore, in this regard, it can be noted that the main weak point of the FOTS, where 
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unauthorized access to information can be carried out, is the FOTS linear path, that is, its 

wide cable section. 

Therefore, in this article it is advisable to analyze and study the existing technical 

means and methods for unauthorized access to information in the path of optical cable 

lines FOTS. 

Unauthorized access to information through the FOTS line path is mainly divided into 

the following two groups[2]: 

 Unauthorized access to information without damaging the optical fiber. Thus, 

information is collected by leaking an imperceptible part of the energy of the optical signal 

flowing through the fiber from the fiber cladding and registering (receiving) this energy 

leak with the help of special devices. 

 Methods of obtaining information without permission, violating the integrity of the 

optical fiber. Examples of such methods include connecting a fiber loss compensator and 

extracting some of the energy from the optical signal. 

When making unauthorized connections, the methods of unauthorized access to 

information in the FOTS are divided into the following types: 

 passive method; 

 active _ method; 

 compensation method . 

Passive methods have a high level of secrecy, since with this method, with 

unauthorized access to information transmitted via optical fiber, no changes are made to 

the parameters of the optical signal transmitted via optical fiber. This ensures that 

unauthorized access to the line path is confidential. But this method has a relatively low 

efficiency. Therefore, to carry out unauthorized access to information in this way, as a rule, 

it is possible to allocate sections of the linear path of fiber-optic communication systems, 

where a significant part of the energy of the optical signal leaks. For example, cable glands 

that protect the connection points of optical cables, storage pits, sections of linear paths 

on which various passive network devices are located, etc[4]. 

The active method of unauthorized access to information is carried out by forcing a 

significant part of the energy of the optical signal transmitted over the fiber to leak, and 

therefore has a high efficiency. However, with such unauthorized access to information, 

the parameters of the optical signal (the power level in the channel, the mode structure of 

the radiation) change, which makes it easy to detect unauthorized access. Such methods 

include mechanical bending of an optical fiber, insertion of a probe into the optical fiber 

sheath, non-contact connection with an optical fiber, grinding and melting of an optical 

fiber, connection of a photoreceptor device through an oriented strip of an optical fiber, 

introduction of deformation into an optical fiber. geometric parameters of the optical fiber 

using temperature and the creation of inhomogeneities in the optical fiber, for example, 

unauthorized connections. 
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The compensation method practically combines the advantages of both of the above 

methods (secrecy and efficiency), but the implementation of unauthorized access to 

information in this way is problematic due to its technical complexity. Because it is 

necessary to extract part of the radiation energy from the optical fiber, process it and re-

introduce it into the optical fiber with a transmittance that is almost equal to one. That is, 

these processes should be carried out at a speed close to the speed of propagation of the 

optical signal in the fiber.   

The method of obtaining information without permission without damaging the 

optical fiber is carried out without causing any damage to the optical fiber. Here, devices 

are used that register some imperceptible part of the radiation scattered in the optical 

fiber. 

Optical tunneling method . The method of optical tunneling is a method of covert 

connection to information transmitted over an optical fiber, based on the registration of 

optical radiation leaking as a result of scattering from the surface of the fiber cladding. 

 
Figure 1. Block diagram of information collection based on registration of radiation 

scattered from the surface of the cladding of optical fibers of an optical communication 

line 

OTD - optical transmitting device; 

ORD - optical receiving device; 

OROI- Optical receiver of the intruder; 

P in- Power of optical radiation at the input of the FOCL; 

Pout1 – Power of optical radiation at the output of FOCL; 

Pout2 - The power of the optical radiation emitted to the optical receiver of the 

intruder. 

Thus, unauthorized access to information from an optical fiber is less effective than 

other methods, although the power of optical radiation emitted to an optical receiver by 

an unauthorized intruder is imperceptible. 

This article examines the existing modern methods and tools used for the purpose of 

unauthorized access to information in fiber-optic communication systems, the principles of 

their operation and analyzes these methods. 

As a result of the analysis, the necessary conclusions were made on the way of 

implementing measures to ensure information security in optical communication systems. 

As a result of the analysis, it is known that in parallel with optical communication systems, 
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methods of unauthorized access to communication channels of optical communication 

systems are also developing. Fiber-optic communication systems are a compensatory 

method of unauthorized access to communication channels, which is also more dangerous 

due to the confidentiality of access compared to other similar methods. But there are also 

methods that allow you to determine this method of connecting to the FOCL. 
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